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where information lives*

Avallability Technology Taxonomy

‘ ‘3 EMC (&) vmware

Make IT Double

Key elements of availability are
— DR (site protection)
— Data protection (protecting the bits)
—  HA (continuously running apps)
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Make IT Double

Tier Recovery point objective | Recovery Time objective | Cost
(RPO) (RTO)

Immediate Immediate
I 24+ hrs. 48+ hrs. SS
n 7+ days 5+ days S

* DR Services tiered according to business needs
* Physical upgrades and patches in parallel

* Little Automation

* Error-prone and difficult to test

RPO = Recovery point objective (point in time to which data must be recovered, i.e. how old can the data be?)
RTO = Recovery Time objective (time required to complete recovery of application data)
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VMware is a true enabler for Disaster Recovery

- Virtual machines are portable

+ Virtual hardware can be automatically configured

- Test and failover can be automated (minimizes human error)
- The need for idle hardware is reduced

- Costs are lowered, and the quality of service is raised

tess In Case
of Disaster
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“How important are the following motivations for adopting server virtualization?”

M Very important M Important Slightly/somewhat important [ Not important [l Doesn’t know or does not apply to me

Improve power and cooling -_ 29% -. 3%
manageabilitilmarr)\r(;) :‘/I?afi%ri\lli?; __ 8% lI 1%
O rastructure 2 DO o2 SR -

" End business continuity s IS a2 ]

Base: 197 server decision-makers at North American and European enterprises that are interested in, are
implementing in the next 12 months, or have already implemented server virtualization for x86 servers
(percentages may not total 100 because of rounding)

Source: Enterprise and SMB Hardware Survey, North America and Europe, Q3 2007; Forrester Research, Inc.
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What it is:
— Site Recovery Manager is a new VMware product for disaster recovery

What it does: qvess In Ca

— Simplifies and automates disaster recovery processes of Disaster
= Setup
= Testing
= Failover

Site Recovery Manager works with VMware Infrastructure to enable
faster, more reliable, affordable disaster recovery

— Turns manual recovery runbooks into automated recovery plans
— Provides central management of recovery plans from VirtualCenter

Site Recovery Manager leverages VMware infrastructure
to transform disaster recovery
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M Failover with SRM and EMC Replication

VC Console

ESX Server Farm

A0

cess In Cag
of Disaster

ailover button brings
lo performing these

2d to remote ESX

FC or iSCSI
3. In event of _ _ SAN
disaster, L. Production Data 2. Replicated data
production data
goes down...

Symmetrix, Symmetrix,
CLARIiON, or CLARIION, or
Celerra Celerra

FC or IP Network
Inter-array Connectivity
between like pairs
—e.g. Symm<>Symm



.. 4

;3
A |@ EMC (5] vmware'
~ | 4 . . . where information lives®

3 & SRM Concepts and their Relationships
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Recovery Plan 1
(Whole Site)

Protection Groups:

Protection Group 3

Recovery Plan 2
(Subset)

Protection Grouis:

Datastore Group 3| |Protection Group 3

Protected Site

Recovery Site
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SRM Server Vendor Arrey
Array Mgmt
T Manager Interface Array
Replication
Manager Arra Vendor
Mana yer el Array
g Interface

Vendor-specific scripts support:
— Array discovery
— Replicated LUN discovery
— SRM Test initiation (simulated failover in an isolated environment)

— SRM Failover initiation (actual failover of services to the recovery
site)

Array vendors will be responsible for creating the scripts for their
Arrays to enable the integration with SRM
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- ESX Server 3.0.2, ESX Server 3.5 or ESXi Server 3.5

- VirtualCenter Server version 2.5 U1 installed at the protected site and the
recovery site

- SRM server installed at the protected and the recovery site.

- SRM plug-in installed on the VI Clients that will access the protected and recovery
site.

- Network configuration that allows TCP connectivity between VC servers and SRM
servers.

- An Oracle or SQL Server database that uses ODBC for connectivity in the
protected site and the recovery site.

- A SRM License file installed on the VC license server at the protected site and
the recovery site.

- Pre-configured array-based replication between the protected site and the
recovery site

SRM Compatability Matrixes:
http://www.vmware.com/pdf/srm_10 compat_matrix.pdf
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= SRDF SAN Replication Adapter

Make IT Double
« DMX storage arrays

— DMX-1/2 running Enginuity code 5671

— DMX-3 and DMX-4 running Enginuity code 5771 or later.

* Management of Symmetrix array is done in-band
— Solutions Enabler version 6.5.0 or later

« Host running Solutions Enabler is required at each site
— Can be the Virtual Center Server if it has connection to the storage array.

* Solutions Enabler not required on Virtual Center Server However, strongly
recommended

« Solutions Enabler in a client/server configuration

— Host providing management service needs to be configured to provide service

— Solutions Enabler on Virtual Center Server needs to be configured to access

server

— SSL connections between client and server recommended

« Solutions Enabler can be run on the ESX Server Console

— Port 2707 has to be opened
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« SRDF/S and SRDF/A modes are supported

— No support for SRDF/S consistency groups

— No support for MSC

JProvides consistency across multiple SRDF/A groups

— No support for advanced configurations

[1SRDF/AR, SRDF/STAR etc.

» TimeFinder/Snap is not supported for testing recovery plans

— No support for “splitting” SRDF link for testing recovery plans

— TimeFinder/Mirror is required for testing recovery plans using non-grouped
devices
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(f? A Mirrorview SAN Replication Adapter ™
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Requirements

— MirrorView /Synchronous and Asynchronous (was recently announced)

— Clariion CX3-10,20,40,80 (FC and iSCSI) with Flare 3.26

— Clariion CX4-120,240,480,960 (FC and iSCSI) with Flare 4.28

— AX4-5 (FC) with Flare 2.23

— All LUNs must be in consistency groups (replicated LUNs not in consistency
groups will not be returned to SRM)
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Celerra software requirements
— DART operating system 5.6.36 or later
— Enabled licenses
1 —iSCSI (NFS is not supported in SRM 1.0)
] — SnapSure
1 — Replicator v2
Local system software requirements
— Java Runtime Environment 1.6
Capabilities
— ISCSI lun replication for VMware SRM purposes
— No FC lun replication support
Gotchas
— Not every command returns to STDOUT
£ 1t may be difficult to determine if a command succeeded
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« Hardware Prerequisites
— EMC RecoverPoint appliances running 3.0_g60 or above
1 One or more consistency groups configured, initialized and replicating between
local and remote VMware environments.
— Supported Array’s (see RecoverPoint ESM for VMware)
— Supported Splitting Technology (CX Splitter, Cisco SANTap and Brocade FAP)
Gotchas - RecoverPoint
— When a consistency group is being controlled by SRM there is no identifying
flags
— CLR and CDP consistency groups are not supported
— When doing a failover test we only support virtual access mode
Gotchas - VMware SRM
— No built-in failback
1 This can be worked around by creating a new recovery plan or through a
manual failover in RecoverPoint.
— Does not support RecoverPoint point-in-time recovery
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2y | Enabling Technology - EMC @ vmware
j ' MC Advanced Replication Technologies
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-

SRDF Family

The ultimate business continuity and disaster
recovery solution for the broadest range of use
cases

.
-

AN

MirrorView

Synchronous & Asynchronous replication for

flexible recovery-point and recovery-time objective !\Q
requirements @)

AN

.
/
Celerra Replicator | |

IP replication with Quality of Service to optimize REIECN Lan FEEON
LAN/WAN bandwidth utilization .

Snaps

Snaps

AN

.
4 =

ntel architecture

Windows

RecoverPoint

Host, array, fabric continuous data protection
(CDP), continuous remote replication (CRR),
concurrent local and remote (CLR) data protection;

and compression
\_ Production ESX Servers

Replica of
Windows

ntel architecture

Linux

Replicaof Linux  Backup Server Y,




‘ﬂ A S SRM Installation Workflow
Make IT Double

» At the protected site the following activities are completed:
- installation of the SRM server

- Installation of the SRM Plug-in into the VI Client

- Installation of the Storage Replication Adapter (SRA)

» At the recovery site the following activities are completed.:
- Installation of the SRM server.

- Installation of the SRM Plug-in into the VI Client

- Installation of the Storage Replication Adapter (SRA)

EMC () vmware

where information lives*




SRM User Interface
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Disaster recovery management is another view of environment
— Viewed from VirtualCenter management client

— One central point of management for virtual infrastructure and disaster recovery
¥Mware Infrastructure Client =]

ration § Plugins | Help

b ® &o ¥ B3
Events Adrminiztration Maps Conzolidation Site Recoven

dr-¥im22
SUMMary Sl =
Local Site Paired site
WIC Server: YiZ Server:
DR Server: DR Server:
Sike Mare: Site Mame:
Setup

This server has not completed set up for disaster recovery, To complete configuration, Follow the steps below,

Conneckion: Mot Configured Configure | Break
Array Managers: Mot Configured Configure
Inventory Preferences: Mot Configured Configure
Praotection Groups: 0 Group{s) Created Create

Recovery Plans: 0 Plan{s) Created Create
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@) Configuring the SRDF Adapter Plascoadonars.
e | for VMware SRM
Make IT Douk &) Configure Array Managers

Review Replicated Datastores
Review the lisk of replicated datastares and RDMs,

EE SAMN Array 000190101906

|- [ Dataskore Group: [srm_sync_span]

= E Datastores

I - LUN "A5C replicated to remats LM 'A5C

*Visual Ch;
Prokection Side Array Managers

® Uses Recovery Side Array Managers
Review Replicated Datastores

L @ LUM85E' replicated to remate LM '&5E"

E| U Dakaskore Group: [srr_async]

= [3 Dataskores

I Q LUM "860" replicated to remote LU 'AE0°

"L Datastore Group: [srm_async_2], [srm_asvnc_1]
= E Datastores

------ - LUN 866" replicated to remobe LUN 'A66'
------ “e [ LUN 864 replicated to remate LUM ‘864

I |l Datastore Group: [sola_sync]

-Configure

@xtents of spanned
VMFS are grouped

cally

‘Replicatec
determinec

W N N PN

Datastores grouped due to consistency
definitions or VM configurations

. , -, - =, '\
b " R i -

3y

L Vi A YT N
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3 ' mplified DR Setup: Resource Mapping
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Maps production resources to resources available at recovery site
* Virtual machine hierarchy

* Resource pools

* Network connections

Eliminates complexity of Managing recovery Site resources

Protection Groups

Summary’ ! Protection Groups Inwentory Preferences | Permissions

Thi=s diagram indicakes mappings bebween resources on the primary site and iks secondarwy sike. Resources used byw a prokected wirtual machine g
the primary sice will be replaced by the mapped resources in the shadow wirtual machines on the secondary site.
Refresh Edik. .. Rerng
Primary Sike Resources | Secondary Site Resources | Secondary Site Path
Metworks
= |Eg  wim=2zdc ---
Ig W Rlebwork g W Rlebwork IrMebworksfwinmz3do) I
Compute Resources
= wimzz2dc -—-
= [E  wimzz.eng.sereare, comn A Mone Selected
= & shared A Mone Selected
= local services A Mone Selecked
protected services E recov ey JHosks 2 Clusters,l'vimESdc,l'vimES.eng.vmware.cnm,l’shared,l’I
Wirtual Machine Folders
=1 wimz2dc S Mone Selecked
IEE:? shared If:] FECOvEry JHosks & ClusktersfvinZ23dofshared) I




’ )’
- i EMC (5 vmware:
3 ——_s#ne SRM Scenario (“Script”) Based Model

Make IT Double

VM Shutdown = (@ 1. Statdown Protected Virtusl Machines &t Protected Ste “vim22”
I 1. Shutdown Low Priorty Protected Virtual Machines Duting an actual failover using SRM the
- = B 2. Shutdown Normal Priortty Protected Virtual Machines Protected Site VMs are shutdown
=05 1. Shutdown Primary Ske VM “spp_vm?” starting with Low Priority VMs, followed
~ Wl 1. Shutdown Guest OS for Remote YM “app_vm?” by Normal Priority VMs (app_vmT to
2 2. Wak for Guest OS Shutdown app_vin11) and ending off with the High
— 9% 3. Power off VM “agp_vm7" Priority VMs (app_vim12).
i iori vl :ﬁ 2. Sutdown Primary She VM “spp_veé’ It is worth neting that duting a
c;\gg:ﬂ:’gtxn ’ & 3. Shutdown Primary Ske v":“—"'# simulated failover test using SRM the
-3 4. Shutdown Primary Ske VM “app_vm10” Protected VMs (app v 1o app_vin12)
- #- (1) 5. Shutdown Primary Ske VM “app_vmi1* ate not shutdown in the Protected Site.
= W 3. Shutdown Hgh Priority Protected Virtusl Machines
Prepare -5 1. Shurdown Primary Ske VM "app_vmi2" The datastore group (shared san.2)
Storage = 2.Prepae rage <@ which is associated with Protection
“ (J 1. Attach Disks for Protection Group "Protection Group 2° Group 2 is prepared at the recovery
‘ — B0 3. Suspend Non-critical Virtual Machines site for the failover of the protected
S \» 4. Recover High Pricrity Virtual Machines X VMs (app_veni to app_vim12)
- 1. Recover VM “agp_wm12" H required designated non critical

Q- 1. Change Network Settings VMs at the recovery site can be

c;&::;:::lyy | %" i mm shutdown to provide mote resources

' P for the VMs that will need 1o be

~ & 4 Wak for OS Heartbeot powered on to complete the

%o S. Post Power On execution of the Recovery Plan at the
- - v S. Recover Normal Priceity Virtual Machines 1ecovery site,
-5 1. Recover VM “agp_vm?"

Normal Priority 3-8 2. Recover VM “app_vms" VMs are restarted at the recovery
VM Recovery @ 3. Recover VM “app_vmd" site starting with the High Priority

VMs first (app_vim12) followed by
the Normal Priority VMs (app_vin7

-
-0 4. Recover YM “spp_vm10"
> to appvmi1)y

S. Recover YM “app_vm11"
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+ SRM enables you to ‘Test’ a recovery plan by simulating a failover of protected VMs with
zero downtime to the protected VMs in the protected site

[ dr-vc-vim23.eng.ymware.com - ¥YMware Infrastructure Client

File Ed¢ Wiew Inventory Administration Flugins Help

En A Y » & & ! k3
Irneentony Scheduled Tasks Events Audriniztration Maps Consolidation Site Recovery —
]! Tesk m Pause m Resume In Shop n Run

=

© Sike Recovery Recovery Plan 2 - Protection Group 2
i@ Protection Groups
=Ty Recovery Plans
b_"| Recovery Plan 1 - Probection Group 1

e Wirtual Machines | Recowery Steps | History | Permissions

1 [Recovery Plan 2 - Protection Group 2 | General |

] Recovery Plan 3 - Complete Site Failowver Iarre: Recovery Plan 2 - Protection Gro...
Description: Partial failover for app_ym7 to a...
Stakus:

From the VI Client in the recovery site ,
expand Recovery Plans in the left hand Commands
pane and select the recovery plan to
be tested. The simulated failover test

L& Edit Recovery Plan

can be started by either clicking on the 'i Tesk Recovery Plan
Test hl‘ltlﬁ.ll that is highlighted above lu T r—
or by clicking on the Test Recovery

Plan’ link under the Commands section X Delete Recovery Plan

Y Tasks @ Alams | Administrator 7




Recovery Plan 2

Summary  Yirtual Machines Pormrissons

st

EMC
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esting a SRM Recovery Plan - continue

a2 R T E ST
Recovery Step | Status |] Task Started | Task Completed
= C@ 1. Shutdown Protected Virtual Machines at Protected St “vim23
W 1. Shutdown Low Priority Protected Virtual Machines Status Recovery Only
= [l 2. Swrdown Normal Priorkty Protected Virtual Machines
=l 3. Serdown High Priority Protected Virtusl Machines -
@6 1. Shutdown Primary Ste M "app_vm12*
- 0 Z. Prepare Storage Success 4/412008 3:10:11 PM 44,2008 3:28:15 PM
L @ 1. Attach Disks for Protection Group "Protection Group 2° Gcess DUCCESS 41412008 3:10:10 PM  4/4/2008 3:28:15 PM
Bl 3. Suspend Non-critical Virtual Machines Success 4/4/2008 3:28:15PM  4/4/2008 3:28:15PM

= W@ 4. Recover High Priority Yirtual Machines
&0 1. Recover YM “app_vm1Z"

Ervor: Fadad to connect NFC service,
Ervor: Faled to connect NFC service.,

= N 5. Recover Normal Priority Wirtusl Machines Success Errors
@03 1. Recover VM “app_vm7" SucCess
- ﬂﬂ 2. Recover YM “app_wm&" Success
¥ fﬁ 3. Recover YM “app_wim¥" Success
-8 4. Recover VM "spp_vm10" Success Success
B3 5. Recover VM "app_vm11"® Suceess
- \® 6. Recover Low Priority Yirtual Machines Success
- -';“ 7. Recover No Power On Virtual Machines Success
- E B. Massags: Test racovery complete. Plasse verlfy the success f the...  Waling for Input
® (B 9. Ceanup Virtual Machines Post Test Waiting for Input
— (38 10, Resume Nor-critical Virtual Machines
= [ 11, Reset Rorage Post Test

() 1. Reset Disks for Protection Group “Probection Group 2°

P

Continue  Message:

Test recovery complete. Please verily the success of the test. When done, click Continue to clean up the test and return to a ready state.

4/4f2008 3:28:15 PM
4/412008 3:28:17 PM
4412008 3:35:10 PM
4/4/2008 3:35:19PM
4/4/2008 3:36:26 PM
4/412008 3:37:28 PM
4/4/2008 3:38:26 PM
4/4J2008 3:39:27 PM
4 /412008 3:40:28 PM
4/412008 3:40:28 PM
4/4/2008 3:40:28 PM

442008 3:35:10 PM
44,2008 3:35:10 PM
4/4/2008 3:40:28 PM
4/4/2008 3:36:26 PM
442008 3:37:28 PM
47142008 3:38:26 PM
4/4/2008 3:39:27 PM
4J4/2008 3:40:28 PM
442008 3:40:26 PM
442008 3:40:28 PM
0%

Test Only

(5 vmware:

| Mode
Recovery only
Recovery anhy
Recovery only
Recovery onhy)
Recovery ony

Test only
Test only
Test only
Test anly
Test only
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I > - @ 6. Recover Low Priorky Vitusl Machines

VM Recovery @) 8. Message: Test recovery complete, Please verFy the success of the test,
E-E8 9. Cleanup Virtual Machines Post Test

VMs that are powered up at the recovery site
during a Test" of the Recovery Plan are

e ) powered down at the recovery site as part of
‘ i & 1. Remove TestVM.app_va' the post test procedures.
Post Test i& 2, Remove Test YM “app_vm7"
Cleanup i (3. Remove Test W “app_vmé" SRM Recovery Site is reset and left in a

j 5 4. Remove Test VM "a0p_vnid" 1eady state for the next SRM Test o1
Storage ' 3 . Remove Test M "app_ym10" Failover event due to a disaster being
Reset ' —& 6. Remove Test ¥M “app_vm11" declared,

& 10, Resume Non-critical Yirtual Machines
‘m»g 11, Reset Storage Post Test

L [} 1. Reset Disks for Protection Group "Protection Group 2*
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. —— Recovery Plan Reports
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Recovery Plan 2 Windows [nternet Explarer

Summary  Virtual Machines | Recovery Steps Permessions o SottirasiTemporary Intemat FislOK 18 ¥ | 41| X
Dake & Time | Phan | Mode | Resuk
4/4/2008 3:11:10 PM Recovery Plan 2 Test Error 01:09:46
4/4/2008 12:52:22PM  Recovery Plan 2 Test Success 00:31:01

) B~ | bockmartew Bhimzhhded P check v (D) settingse © & -
| BB & e - G- 7

~

vmware Site Recovery Manager ||

. . Recovery Site Recovery Plan 3
Accessible compliance =

View | Export

Start Time: 52872008 3:10:13 PM

Finish Time: 52872008 3:23:03 PM
- Exportable recovery plan o T 25

Total Execution Time: 00:12:50

Mode: Test

. Exp O rta bI e recove ry reS u |tS Overall Result: Ereern

Execution

Time

. M a i nta i n e d h i Sto ry Lfﬁz\:ﬁr&e&tﬂw Wirtuzl Machines at Protected Site "Site Recovery for

1.1. Shintdown Low Priarity Protected Virtual Machings v
Cane & internex ) 100% -

% 9.6.1. PowerQf VM “demovm7” Success 00-00:07
I 9.7. Remaove Test VM “demovm$” Success 00:00:11
9.7.1. PowerOff VM “demovmd” Success 00:00:11
9.8. Remave Test VM “demovm 17 Success 00:00-16
9.8.1. PowerQff VM “demowvm1® Success 00:00:16
I 9.9, Remave Tast VM “demovm 10 Success 00:00:11
9.9.1. PowerOff WM “demovm 107 Success 00:00:11
9.10. Remave Test VM “demovma™ Success 00:00:16
I 91001, PowerOff VM “demovm2™ Success 00:00:16
10. Resume Mon-crtical Vitual Machines Success 00:00:00
11. Reset Storage Post Test SBuccess 00:00:53

11.1. Resel Disks for Pratection Group "Site A Prolection Group” Success 00:00:53 E

Done & tntermet Hm% T
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» SRM 1.0 does not provide a push-button automated failback
process

» Failback Options
—  Without SRM (No Recovery Plan, no Testing capabilities, no audit trail)
= Unregister the protected virtual machines in the Protected Site VC
= Work with your storage team, reverse data replication
= VM re-inventory in Protected Site VC, restart and re-ip (manual or scripted)
— With SRM (Recovery Plan, Test before Recovery, built-in audit trail)
= Delete the protection groups in the Protected Site VC
= Unregister the protected virtual machines in the Protected Site VC
= Work with your storage team, reverse data replication

= Leverage SRM, complete SRM workflows in the reverse direction from
Recovery Site back to the Protected Site

= Repeat the above steps from the Protected Site back to the Recovery Site to
complete the re-protection of the virtual machines in the Protected Site
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Protected @
Site
<3

I
I
I
: Site Recovery | Site Recovery
VirtualCenter Manager | V"TU alCenter Manager
I
I
I

Site

Site 1| Site 2 @ Recovery

SRM Protected VMs

SRM licensed per CPU socket on
the ESX server that hosts the
protected virtual machines
in the Protected Site

VMs not protected by SRM
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